Transport Layer Security

Nikoc Maurogiannìpouloc

25 MartÐou 2001

1 Eisagwgă

An kai sămera oi sunallagèc mèsw tou diktÔou eÐnai pragmatikìthta, stic arqèc thc dekaetÐac tou ’90 den upărqan ousiastikĹ sunallagèc mèsw diktÔou. Enac apo touc lìgouc (qwrÐc na eÐnai o monadikìc), ătan h elleiyh asfĹleiac stic sunallagèc. Dhladă den mporoÔse o upoyăfioc pelĹthc na bebaiwjeÐ ìti ta stoiqeÐa pou èdwse (sugkekrimèna ton arijmo thc pistwtikăc tou kĹrtac) ta eÐde mìno o pwlhtăc.

Autì odăghse thn Netscape, thn etairÐa pou tìte kateÐqe to megalÔtero mèroc thc agorĹc stouc Web browsers, na dhmiourgăsei èna prwtìkollo gia asfală epikoinwnÐa metĹxÔ Web servers kai browsers. H prÿth thc prospĹjeia ătan to SSL 2.0 to 1994. Ena qrìno argìtera h Microsoft dhmioÔrghse th dikă thc èkdosh tou prwtokìllou, onomazìmenh PCT 1.0.

To 1996 sustĹjhke to TLS working group apì to IETF, gia na tupopoiăsei èna prwtìkollo asfaleÐac sto epipedo metaforĹc (transport layer). To working group xekÐnhse me to SSL 3.0 to 1996, enswmatÿnontac stoiqeÐa apo to SSL 2.0 kai PCT 1.0. To 1999 ekdìjhke apo to TLS working group to RFC2246, pou periègrafe to TLS 1.0 prwtìkollo. Autì ătan o diadoqoc tou SSL 3.0 kai h qrăsh tou sămera den periorÐzetai mìno se web browsers.

2 Wireless Networks

To TLS mporeÐ na qrhsimopoihjeÐ kai stouc WAP browsers, allĹ eÐnai arketĹ barÔ gia na qrhsimopoihjeÐ me periorismèno hardware kai bandwidth. Eqoun protajeÐ allagèc sto TLS prwtìkollo me to internet draft: Wireless Extensions to TLS, oi opoÐec kĹnoun to prwtìkollo pio euqrhsto se tètoia dÐktua.

AnexĹrthta apo tic parapĹnw allagèc sto prwtìkollo, dhmiourgăjhke èna nèo prwtìkollo eidikĹ gia asÔrmata dÐktua, to WTLS. To WTLS eÐnai basismèno sto TLS, allĹ sqediasmèno eidikĹ gia touc periorismoÔc twn asurmĹtwn diktÔwn. Perissìterec plhroforÐec gi’ auto ja breÐte sto http://www.wapforum.org.

3 Layers

To TLS prwtìkollo eÐnai pĹnw apo to TCP/IP epÐpedo. Autì èqei to pleonèkthma ìti den qreiĹzontai eidikèc allagèc ston exoplismì (routers, klp), ìpwc epÐshc kai sta leitourgikĹ sustămata. To meionèkthma eÐnai ìti oi efarmogèc prèpei na to uposthrÐzoun (den eÐnai diĹfano).

4 Ti parèqei to TLS 1.0?

1. prostasÐa apo pajhtikoÔc parathrhtèc

2. prostasia apo allagă twn dedomènwn

3. pistopoÐhsh tautìthtac twn sunomilountwn merÿn

4.1 Prostasia apo pajhtikoÔc parathrhtèc

EpitugqĹnetai me thn (summetrikă) kruptogrĹfish twn dedomènwn qrhsimopoiÿntac block algìrijmouc kruptogrĹfishc se katĹstash CBC:

• DES

• TripleDES

• RC2

• RIJNDAEL (AES)

• RC4 (stream)

Ta kleidiĹ autwn twn algorÐjmwn kumaÐnontai apo: 40bit mèqri 256bit ston RIJNDAEL. Ta kleidiĹ autĹ eÐnai monadikĹ ana sÔndesh kai paragontai qrhsimopoiÿntac algorijmouc antalagăc kleidiÿn. Einai diaforetikĹ ana sÔndesh ÿste potè apo ta Ðdia dedomèna na mhn prokÔyoun Ðdia kruptografimèna dedomèna.

EidikĹ stouc mplok algorijmouc (3DES, RIJNDAEL) upĹrqei kai prostasÐa apo statistikă anĹlush twn dedomènwn. Enac tuqaÐoc arijmìc mplok prostÐjetai sto tèloc kĹje pakètou pou antallĹsetai metaxÔ exuphrèth-exuphretoÔmenou.

Se orismènec ulopoiăseic parèqetai kai sumpÐesh dedomènwn (allĹ èqei arketĹ megĹlo kìstoc sthn taqÔthta kai sthn katanĹlwsh mnămhc). H sumpÐesh problèpetai apo to prwtìkollo, allĹ qwrÐc na kajorÐzontai sugkekrimènoi algìrijmoi.

Gia ìlouc touc parapĹnw algorÐjmouc qreiĹzontai tuqaÐoi (aprobleptoi) arijmoi. Se pollĹ susthmĹta qrhsimopoioÔntai eidikĹ arqeÐa tou sustămatoc ìpwc to /dev/urandom kai /dev/random (sto linux).

4.2 Prostasia apo allagă twn dedomènwn

Autì epitugqĹnetai qrhsimopoiÿntac Message Authentication Code (MAC) algorijmouc.

Oi algìrijmoi autoÐ parĹgoun èna hash miac forĹc apo èna mănuma qrhsimopoiwntac èna krufì kleidi. EÐnai dÔskolo qwrÐc th gnÿsh tou kleidioÔ na diapistwjeÐ h allagă tou mhnÔmatoc. QrhsimopoioÔntai gia na diapistÿjei kata pìso èqei alloiwjeÐ to mhnÔma.

• Sto TLS 1.0 qrhsimopoieÐtai h HMAC kataskeuă me touc MD5 kai SHA1 algorÐjmouc.

• To SSL 3.0 qrhsimopoieÐ mia MAC kataskeuă pou moiĹzei me thn HMAC Ta kleidiĹ pou qrhsimopoioÔn parĹgontai apo touc algìrijmouc antalagăc kleidiÿn.

4.3 pistopoÐhsh tautìthtac twn sunomilountwn merÿn

4.3.1 Algìrijmoi antallagăc kleidiÿn Sto TLS qrhsimopoioÔntai oi Diffie Hellman, RSA, SRP (internet draft) • Diffie Hellman, RSA

eÐnai algorijmoi dhmìsiou kleidioÔ (public key) kai epitugqĹnoun thn antallagă kleidiÿn metaxÔ exuphrèth-exuphretoÔmenou H antallagă kleidiÿn den eÐnai genikĹ asfalăc, lìgw thc man-in-the-middle epÐjeshc. QreiĹzetai trìpo pistopoÐhshc.

Oi ”export” TLS ulopoiăseic qrhsimopoioÔn dhmìsia kleidiĹ mèqri 512 bits.

• SRP

eÐnai algìrijmoc gia thn antallagă kleidiÿn, ìtan eÐnai gnwstì kĹpoio sunjhmatikì (password) kai sta dÔo mèrh H uposthrixă tou sto TLS eÐnai akìmh se prokataktikì stĹdio. Den upĹrqei TLS ulopoÐhsh pou na ton uposthrÐzei.

Pleonektămata: Den qreiĹzetai trìpo pistopoÐhshc. ArkeÐ h gnÿsh tou sunjhmatikoÔ.

4.3.2 Public Key infrastructure

• x509 Public Key infrastructure

QrhsimopoieÐ ĹlgorÐjmouc ìpwc: RSA, DSS (Digital Signature Standard) (o RSA mporeÐ na qrhsimopoihjeÐ kai gia yhfiakèc upografèc kai gia antallagă kleidiÿn) QrhsimopoieÐtai gia thn apofugă thc man in the middle epÐjeshc. Parèqei yhfiakh pistopoÐhsh tou exuphrèth ă kai tou exuphretoÔmenou. EÐnai o basikìc trìpoc pistopoÐhshc tou TLS sto internet sămera. QrhsimopoioÔntai kentrikèc Certificate Authorities (CA) tic opoÐec prèpei na empisteuontai ta sunallasìmena mèrh. Oi CA paragoun yhfiakèc upografèc pou pistopoioÔn ta stoiqeÐa twn sunallasìmenwn merÿn.

• OpenPGP Public Key infrastructure

QrhsimopoieÐ touc Ðdiouc algorÐjmouc ìpwc to x509 PKI, gia ton Ðdio skopì (pistopoÐhsh tautìthtac).

H diaforĹ eÐnai ìti antÐ na qrhsimopoieÐtai h ènnoia thc èmpisthc arqăc pistopoÐhshc (CA), o kĹje qrăsthc mporeÐ na pistopoiăsei, upogrĹyei ta stoiqeiĹ opoioudăpote Ĺllou.

An kai epikrateÐ sto secure mail, den qrhsimopoieÐtai me to TLS sămera. Eqei protajeÐ h qrăsh tou me èna internet draft.

5 TLS Layers

To TLS qwrÐzetai sta exăc prwtìkolla:

• Record Protocol: Upeujuno gia thn metaforĹ twn dedomènwn

• Handshake Protocol: Upeujuno gia thn asfală antallagă kleidiÿn kai epibebaÐwsh thc tautìthtac twn sunomiloÔntwn merÿn

5.1 TLS Handshake protocol

5.2 TLS Record protocol

6 Ulopoiăseic tou prwtokìllou

• OpenSSL: H pio gnwstă se paragwgoÔc logismikoÔ eÐnai h OpenSSL (http://www.openssl.org) kai qrhsimopoieÐtai pollèc efarmogèc (me kuriìterh ton apache).

• Network Security Services: UpĹrqei kai h ulopoÐhsh thc Netscape sto Mozilla. Perissìterec plhroforÐec gi’ aută sto http://www.mozilla.org.

• GNUTLS: EÐnai se alpha stĹdio. Perissìterec plhroforÐec gi’ aută sto http://gnutls.hellug.gr.

6.1 Apìdosh twn ulopoiăsewn

H taqÔthta twn ulopoiăsewn eÐnai èna apo ta problămata stouc megĹlouc exuphrètec.

• Se exuphrètec me megĹlh kÐnhsh mporeÐ na qrhsimopoihjeÐ kai exeidikeumèno hardware gia touc algìrijmouc kruptografishc. H taqÔthta auxĹnetai shmantikĹ.

• H sumpÐesh pou proèblepe to prwtìkollo spĹnia qrhsimopoieÐtai lìgw thc megĹlhc katanĹlwshc pìrwn tou exuphrèth. (oi algìrijmoi sumpÐeshc eÐnai sunăjwc pio argoi apo touc algìrijmouc kruptogrĹfishc kai qrhsimopoioÔn polu perissìterh mnămh).

6.2 Problămata sta prwtìkolla

Ta prwtìkolla SSL 2.0 kai PCT 1.0, an kai Ĺnoixan to drìmo stic asfaleÐc sunallagèc mèsw internet, èqoun sobarĹ problămata asfaleÐac kai den prèpei na qrhsimopoioÔntai sămera.